
186

2
LipaNet: Financial Services Integrated 

Platform and Gateway Using 
Mobile Technology

KASOMO M. M
School of Computing and Informatics, University of Nairobi

and
NJONJO R. W AND RODRIGUES A. J

School of Computing and Informatics, University of Nairobi

Abstract:

This paper discusses LipaNet, an online platform that integrates different financial 
services and provides the infrastructure that allows these services to be easily 
accessed and used via mobile phone technology. LipaNet implements layered service 
architecture to integrate different mobile client technologies such as WAP, J2ME and 
SMS. As a gateway, it provides Application Programmers Interfaces (APIs) through 
web services to allow mobile clients to access financial services such as banking, 
money transfer, escrow and payment services.
LipaNet was developed with the aim of providing financial services for those with 
mobile phones but who lacked access to such services as is the case in many African 
countries. It provides a secure means of branchless mobile banking for the largely 
unbanked population in Africa by allowing individuals to deposit and withdraw their 
funds, send and receive money and access escrow and payment facilities essential 
especially for Small and Medium Enterprises (SMEs).
The technologies implemented, the model and architecture of the system, the design, 
development and implementation processes involved in building the system are 
highlighted. A comparison is also made with other mobile financial technology 
tools.
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Categories and Subject Descriptors: H.3.3 [Online Information Services]: – 
Commercial Services; Data sharing; Web-based Services; J.1 [Administrative Data 
Processing]: - Business; Financial; K.4.4 [Electronic Commerce] - Cybercash, 
digital cash; Distributed commercial transactions; Electronic data interchange 
(EDI); Payment schemes; Security;
General Terms: Design, Economics, Human Aspects, Security
Additional Key Words and Phrases: Integrated Platform, Gateway, mobile 
technologies, financial services

1.  Introduction

1.1 Mobile Penetration in Africa
A survey done by the International Telecommunications Union [2007] indicated 
that as of the year 2007, one out of every four persons in Africa had a mobile 
phone. Though Africa has not surpassed the 100% mark like Europe and the USA, 
it currently provides the largest market for mobile phones (See Figure 1). Kenya, 
for instance has witnessed a mobile revolution with 12.4 million Kenyans owning 
mobile phones as of May 2008. Safaricom, the leading mobile service provider at 
the time owning 84% of the market share, has seen a rise in its subscriber base 
from 15,000 subscribers in June 1999 to 3.4 million by the end of 2004, further, 6.1 
million in 2007 to 10.2 million in 2008 [Omondi 2008; Wanjiku 2008b]. 
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Fig. 1.  Average growth rate in mobile subscribers 2001 to 2006 (International 
Communications Union, 2006).
Africa has not only adopted use of mobile phones alone but also use of mobile 
technologies. With the fall in mobile phone prices and availability of better services 
such as rollout of 3G mobile broadband Internet, more people in Africa are getting 
access to phones that support higher end technologies such as Java’s J2ME mobile 
framework and WAP 2.0. Notwithstanding, the use of older generation technologies 
such as GPRS and SMS still prevails since the larger mobile owning population in 
Africa still own the cheaper, lower end models. As at 2009, 40% to 50% of phone 
models being rolled out are web-enabled [ClairMail 2009].
Access to Financial Services

Financial services include banking services such as depositing and withdrawing 
money, access to account statements, access to bank loans, repayment of loans, 
access to cheque clearing information, credit cards and ATMs. Other financial 
services include money transfer services which allows one to send and receive funds 
from another; payment services that facilitate payment of utility bills and making 
online purchases; and escrow services to facilitate trustworthy or fair transactions 
between buyers and merchants [Wikipedia 2009].
In respect of the level of access to such services, Africa is yet to catch up with 
the rest of the world. Research by FinMark Trust indicates that  Ethiopia has one 
bank branch serving over 100,000 persons, a mark far off its European counterpart 
Spain which has 96 branches per every 100,000 persons. However, it was also noted 
that 17% of the 11.4 million unbanked owned a mobile phone [African Executives 
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2009]. 

1.2 Mobile Based Financial Services Solutions
Banks and mobile carriers noted both the need for financial services and the 
pervasiveness of mobile phone and have launched several mobile based financial 
services for marginalized countries. Kenya saw the introduction of the M-Pesa 
service, arguably one of the largest SMS based mobile transfer services, by mobile 
carriers Vodafone and Safaricom. A presentation done by Susie Lonie [2007] on 8th 
May, 2007, on their behalf revealed that M-Pesa was designed to provide financial 
services for the numerous number of Kenyans without access to conventional 
banking (See Figure 2).

Fig. 2. Illustration of how M-Pesa works

M-Pesa provides money transfer services via SMS. Other than being fast and easy 
to use, M-Pesa neither requires one to maintain a minimum balance nor have a 
bank account. M-Pesa agents are available for the clients to carry out deposit or 
withdrawal transactions. Once a deposit or withdrawal is done, both the agent and 
the client get an SMS confirming the transaction. This gives the customers a sense of 
security. According to the Kenya Times Online, 3.7 million of the Safaricom users 
were registered M-Pesa subscribers as at 2008 [Igwadah 2008].
In September 2008, the Inter-American Development Bank launched a product 
known as known as M-Banking for the Unbanked. The program was aimed at 
providing financial and technical support to mobile network operators and partner 
banks so as to launch full-scale M-banking solutions to the market. This was for 
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Latin and other Caribbean countries (Gruboid Website, 2008). Equity Bank in Kenya 
launched the Eazzy 24/7 Mobile Phone Banking Solution dubbed ‘Benki Yangu 
Mkononi’ in Kiswahili which literally translates to ‘My Bank in My Hand’ [Equity 
Bank Website 2009].

2.  LIPANET 
LipaNet is a term coined from the Kiswahili word ‘Lipa’ which means to pay. It is 
an integrated online financial services platform and gateway that provides access to 
financial services by integrating and combining different financial services, platforms 
and technologies such as M-Pesa (mobile transfer service currently available in 
Kenya and East Africa), ATM/debit/credit cards, PayPal and direct inter-account 
bank to bank transfer services. Originally designed as a payments platform, LipaNet 
allows users to tap into different financial services by using a variety of devices and 
technologies such as desktop application, web application and mobile applications 
via technologies such as web services.

The immediate target region for the LipaNet system is East Africa. The first reason 
is due to the high penetration of mobile devices in East Africa particularly Kenya, 
Uganda, Rwanda and Tanzania [Omondi 2008; Wanjiku 2008b]. Apart from the 
pervasiveness of mobile phones in the region, East Africa has also seen wide acceptance 
of mobile technologies by mobile owners with particular regard to financial services. 
In Kenya, for instance another mobile provider Zain has successfully launched 
mobile money transfer services, Zap, a service similar to M-Pesa. Examples outside 
the financial sector are accessing of national examination results by students and 
parents via an SMS based service provided by the Kenya National Examination 
Council [Ndegwa, 2006] and SMS based system for agricultural information alerts 
[Mbogo 2007], which pave the way for faster adoption of similar successes. 
The second reason is that there exists a need for financial services as demonstrated 
by wide usage of M-Pesa [Igwadah 2008] and proliferation of micro-credit, SACCO  
and micro-finance institutions in this region. The Co-operative Bank, among the 
largest banks in Kenya, through their Sacco Link Visa Debit Card Service provides 
ATM and Visa services to members of these institutions to allow them to access their 
money via the ATM network [Kenya Times 2007].

3.  Integrated services
The LipaNet integrated service model provides three key financial services to its 
users; i) Banking Services ii) Money Transfer Services iii) Escrow and Payment 
Services.
Banking Services: LipaNet, working as an electronic wallet, provides basic banking 
services such as allowing users to deposit funds into and withdraw funds from their 
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accounts. It allows users to keep track of their saving and spending patterns and 
habits by providing instant access to their account statements, transactions history 
and transaction summaries and trends where accessible  provided as graphs. 
Money Transfer Services: LipaNet also provides money transfer services allowing 
users to send and receive money to and from their friends and families in a Consumer-
to-Consumer model.

Escrow and Payment Services: Financial services are especially critical for facilitating 
business transactions. The LipaNet system provides a quasi escrow-payment service 
for its users. An example if of a buyer afraid to send money to a merchant to pay for 
some goods because he or she is not necessarily guaranteed that the goods may be 
delivered or if delivered, be in good condition or a merchant on the other hand who 
fears processing and delivering an order only to discover that it was not genuine or 
that the buyer does not have the financial capacity to pay for the goods. LipaNet 
solves this dilemma by providing independent third party verification for the two 
parties. It essentially guarantees to the merchant that the buyer can pay for the items 
and locks the specified amount when the transaction is started and only releases the 
funds to the merchant after the order has been processed and delivered successfully. 
This is done by withholding the funds from the merchant for a given period of time 
and releasing the funds if and only if no dispute has been raised by the buyer. The 
escrow system provided by LipaNet is therefore able to provide protection for both 
the buyer and seller. LipaNet also provides arbitration incase a dispute arises between 
the buyer and seller by maintaining audit logs and transaction histories.
The payment component of LipaNet also facilitates online payments services via 
gateway by providing Application Programmers’ Interfaces (APIs) that e-commerce 
developers can use to tap into the LipaNet financial system and integrate with their 
online stores.

4.  Integrated technologies – mobile perspective
LipaNet allows consumers of its services to use different platforms i.e. desktop 
application, web browser based applications and mobile applications. This paper 
focuses mainly on the mobile component of the LipaNet service model. LipaNet 
provides access to its financial services using three main mobile technologies; i) 
WAP ii) J2ME iii) SMS

4.1 WAP;
 Using WAP technology, Internet content can be easily brought to mobile phones or 
other wireless devices.  
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Fig. 3. WAP Network Architecture

The WAP client communicates with the WAP gateway using the wireless network 
e.g. GSM, GPRS etc. The WAP gateway translates WAP requests to HTTP requests, 
enabling the WAP client to be able to submit requests to the Web server. The WAP 
gateway also translates Web responses into WAP responses or to a format that is 
understood by the WAP client. (See Figure 3)
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Fig. 4. Screen shot of a LipaNet WAP page running in a web-enabled mobile phone
 The WAP standard used by LipaNet is WAP 2.0 or XHTML Mobile which allows 
application developers to use the same techniques and tools used for web page 
development to create useful and organized mobile content. (See Figure 4)
Java 2 Micro Edition (J2ME);

Java™ 2 Platform, Micro Edition (J2ME) is the general framework for CLDC and 
MIDP, both specifications for implementing the Java environment on a mobile device, 
as well as other Java technology standardization efforts used in the small device 
space. LipaNet implements its financial services using J2ME as a Java MIDLet. A 
MIDLet is the basic unit of execution in MIDP. It is able to access the financial data 
using specified technologies such as LipaNet’s Web Services framework. 
Short Message Service (SMS); 
LipaNet widely uses SMS not only to send transaction confirmation messages but 
also to make requests for services. An example would be a client enquiry for their 
account balance. The client sends a text message formatted with the service requested 
and their authentication credentials delimited by a preset character to a predefined 
phone number usually a short code.  Here is an example of a balance enquiry sent 
to LipaNet; balance#1234, where balance is the requested service and 1234 is the 
pin number. By using the clients unique registered mobile number LipaNet is able to 
query the balance and sends this to the client also as a text message.

5.  Lipanet’s payment model
In their study on creating a generic framework for payments, Askan et al. [1997] and 
Peiro et al. [1997] developed four models to represent the different possible methods 
of payment. They are the Direct Cash-Like Model, the Direct Cheque-Like Model, 
the Indirect Push Model and the Indirect Pull Model. These models have the same 
basic purpose of facilitating the transfer of value among different parties.
The Indirect Push Model

LipaNet uses the Indirect Push Model. The original model was modified and adapted 
for LipaNet (See Figure 5) mapping the issuer for the payer to LipaNet, the acquirer 
for the payee to LipaNet with the payer being a LipaNet customer/buyer/client 
and the payee a LipaNet merchant or another LipaNet customer/buyer/client. The 
settlement process was modified to include arbitration. The transfer request process 
maps to an online payment. The new model has the following configuration;
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Fig. 5.  Modified version of the Indirect Push model adapted for LipaNet
The model in Figure 5 above works as follows. Payments are made between the 
customer/buyer and the merchant. The intent of the payment remains to transfer 
monetary value from the customer to the merchant for goods bought or services 
rendered. A payment request is made by the customer. LipaNet facilitates settlement 
between the customer and merchant; LipaNet is the financial institution dealing with 
real value in this model adaptation and participates in the payment protocol playing 
two roles; as an issuer (interacting with the customer) and as an acquirer (interacting 
with the merchant); and finally, LipaNet acts as an arbiter in resolving disputes in 
the payment system. 
The new model can be described thus: John is a buyer with a LipaNet account. Jane 
is a merchant with a LipaNet account and an e-commerce website. John buys goods 
from Jane’s website. He makes an online payment requesting LipaNet to pay Jane. 
An assumption is made that the goods have been delivered otherwise arbitration may 
be necessary. LipaNet then debits John’s account and credits Jane’s account with the 
corresponding payment amount. Jane is informed that she has received payment. If a 
dispute arises between John and Jane, LipaNet acts as the arbitrator.

6.  Global architectural model
The LipaNet global architectural model is best described by a layered services 
framework much like the OSI reference model or TCP/IP architecture. Each layer 
represents a service that delivers services to the layers above it (See Figure 6).
LipaNet Layered Architecture (LLA) – A Mobile Perspective
This model specifically focuses on the mobile components of the LipaNet Services 
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Framework from which LipaNet is derived.

Fig. 6. Layered architecture showing integrated financial services and
 integrated mobile technologies

LipaNet Services
The following is a description of the layers and corresponding services offered by 
each layer in the LLA:
Data and Physical Layer: This represents the lowest level of the LipaNet 
Layered Architecture. It provides low level data communication functions for the 
communications level. This layer is responsible for transmitting packet data via 
TCP/IP.
Communications Layer: The communications layer is an abstraction of Internet and 
GSM access. This layer facilitates the functioning of the API and SMS processors 
by allowing connection to external parties such as remote APIs or web services and 
mobile phone services for SMS based functions.
API Abstraction Layer: Is divided into two sub layers;
API Processing Sub Layer: This consists of the API and SMS processor. The API 
Processor is an abstraction that facilitates the generation of and transmission of API 
header to relevant third party service providers such as the credit card processors 
and bank transfer services. The SMS processor is a SMS engine that processes and 
parses incoming and outgoing text messages. It facilitates uses of services such as 
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M-Pesa.
API Integration Sub Layer: This is the abstraction that specifies higher level entity 
specific non-generic API data or information such as PayPal headers and credit card 
API headers. It also provides higher level abstractions for M-Pesa and Zap.
Transactions Layer: Made up of two sub layers;

(i) Database Abstraction Sub Layer: This is an abstraction of the database. It 
represents the physical representation of data storage and manipulation. Data from 
the underlying API processes are stored in this layer. 

(ii) Business Login Sub Layer: This layer abstracts higher level layers from accessing 
the physical data directly. All database functions and calls are performed via business 
logic layers such as stored procedures and component or database classes.
Web Services Layer: This layer allows higher level interfaces to access data and 
information in various standard formats such as SOAP, HTTP Name Value Pairs and 
XML. For trusted interfaces it provides direct access to the business logic. A trusted 
interface is one like the LipaNet website. 

Security Abstraction Layer: LipaNet requires security implementation at all levels. 
The security layer provides an abstraction for security implementation by specifying 
and implementing security standards at various levels e.g. At the Data and Physical 
Layer it may specify use of SSL or HTTPS, at the database layer it would specify 
encryption and salting standards and at the Web Services layer it specifies use of 
security authentication mechanisms such as API keys and API Signatures.
Mobile Layer: This layer defines and abstracts the mobile technologies that are used 
by the LipaNet system currently WAP, J2ME and SMS. It defines how each of these 
services interacts with the Web Services Layer below it and how data is formatted for 
each technology and how requests and responses are handled for each. It provides its 
services to the Financial Services layer. The mobile layer represents the technology 
integration component of the LipaNet system.
Financial Services Layer: This layer defines the actual financial services that are 
consumed by LipaNet users. The services currently specified are the Banking, Money 
Transfer and Escrow and Payments services. All the financial services offered are 
consumed by the end user using the interfaces that this layer provides.

7.  Security
Some of the security implementations built into LipaNet includes use of Login 
forms for user authentication to prevent unauthorized access, salting of passwords 
to increase difficulty in cryptanalysis. use of Model View Controller Frameworks 
for managing web pages to prevent hacking,  use of URL validation techniques to 
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prevent SQL injection and denial of service attacks, encryption of sensitive data 
using computationally infeasible hashing and encryption algorithms such as MD5 
and AES to maintain data confidentiality, use of web services to prevent direct 
database access and maintain data integrity, use of stored procedures to prevent 
SQL injections, use of HTTPS i.e. Secure Socket Layer (SSL) certificate to maintain 
integrity and confidentiality while communicating between client browser and the 
LipaNet host,  use of SMS recorded confirmations and responses for transactions 
and other account activity  to prevent repudiation, use of coding standards and 
implementation of Secure Electronic Transactions (SET) protocol to facilitate secure 
e-commerce transactions among others.

8.  Api framework
LipaNet works by providing a set of Application Programmers Interfaces (APIs) that 
can be used by mobile programmers and other developers to tap into its financial 
services framework accessing information such as account balances or carrying out 
requests such as money transfers or payments. It implements the APIs using standard 
interfaces such as HTTP name-value pairs, SOAP via web services and XML. XML 
was introduced as an alternative to SOAP due to its simplicity. Table I shows a 
typical example of a LipaNet XML packet

Table I. A snippet of LipaNet API request made using XML

<?xml version=”1.0” encoding=”iso-8859-1”?>
<LipaNet version =”1.0” action=”BeginTransaction”>
<OrderInfo>
<MerchantName>MusicShopMobi</MerchantName>
<OrderReference>1234</OrderReference>
<OrderAmount>1000</OrderAmount>
</OrderInfo>
<APIInfo>
<APIUserName>lipanet@dukalamzee.com</APIUserName>
 <APIPassword>1244091282</APIPassword>
<APISignature>AFcWxV21C7fd0v3bYYYRCpSSRl31ASKeAo0jHni7Vph</
APISignature>
<ReturnPage>http://www. musicshop.mobi/finish.php</ReturnPage>
<CancelPage>http://www.musicshop.mobi/problem.php</CancelPage>
</APIInfo>
</LipaNet>
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9.  Design, Development and Implementation
LipaNet was designed using the object oriented methodology. Specification of the 
models was carried out using the Unified Modeling Language (UML). Use cases, 
class diagrams, activity diagrams among other UML diagrams were generated. 
Objects identified for the system include clients, transactions, funds, fund source 
and roles assessed including merchants, clients and developers.
This base system for LipaNet provides the web services that are consumed by the 
clients such as the WAP 2.0 client, the Java MIDLet client and the SMS client. It was 
implemented using ColdFusion technology and MySQL database for various reasons 
such as the ease of deployment of web services by ColdFusion and adaptability of 
the MySQL database due to its open source licensing scheme. Various tests were 
carried out including unit, integration and system testing.

10.  Comparative Analysis
There are a number of differences and similarities between the LipaNet model and 
those of other existing mobile financial technology tools such as M-Pesa, Zap, 
yuCash-Obopay or Paypal. The matrix illustrated by Table II offers a comparative 
analysis showing features of the different tools. The comparison is based largely on 
technological features.
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Table II. A comparative analysis of different mobile financial technology tools
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11.  Conclusion
For the LipaNet system, a more advanced interface needs to be developed to 
enable easier application testing and integration via a testing sandbox for mobile 
developers. It is also proposed that LipaNet integrates other mobile technologies 
such as Symbian, Android and Windows Mobile to take advantage of the higher end 
phones and mobile devices that are entering the market. A framework for localizing 
the content to support other local languages such as Kiswahili is currently pending. 
More work needs to be done with respect to providing services for regions outside 
East Africa by integrating their existing mobile financial services solutions or 
frameworks. 
Given the growing demand for financial services in Africa using mobile phone 
supported by mobile technologies, the development of systems such as LipaNet 
mark the beginnings of this trend in Africa to benefit the society at large.
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